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<54) NETWORK DEVICE AND DATA PROCESSING METHOD THEREOF Awn 
COMPUTER-READABLE- STORAGE MEDIUM STORING PROGRAM 
(57) Abstract: 

PROBLEM TO BE SOLVED: To ' 

efficiently manage image process 

requests from respective users 

and charging information by 

obtaining the confirmation 

result of prescribed user 

information requested to be 
. inquired from a server device to 

judge it, and determining 

whether or not a prescribed 

image processor is allowed to be 
used according to the judged 
result. 
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SOLUTION: An input device 24 . 
inputs prescribed user 
authentication information. A 
network communication device 28 

Nielli ^ e t ^ reSCribed / S ^ -formation inputted from the' input 
device 24 to the server device to request authentication A 
central processor 21 obtains -the authentication result of the 
prescribed user information requested by the network 

^TZ'T 6 ^ \° ^ "^"^ ^ ^ — device and 
judges it. According to the judged result, it is determined 

whether or not the prescribed image processor is allowed to be ' 

Zi . ' T U 3 US6r mak6S a reQUeSt for ^ Processing ' 
through an arbitrary image processor, the authentication process 

dev ce lnf T tl0n 15 CSntralized - d -ages on the- server 

saved H 30 mem ° ry reS0UrCeS of the lma ^ e Pressor are 
saved and an increase or decrease in the number of image 

processors can flexibly, be coped with. ' . 
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[ABSTRACT] 



[PROBLEM TO BE SOLVED] 

ssr ing demand from each ^ • 0 manase 

. and it authenticates it is chaLS ^r ^ Image P rocess i*g unit, 

acquires the recognit o ^^^^-^T ? ^ pr ° CeSsing Unit 
processing. ' ' 18 cletermined < and to control practice of image 

[WHAT IS CLAIMED IS] . 

[Claim 1] • 

EttttttXZft Pred T m '"^ <&» - gone 

devices which can colwa e a S 22" T * "* netWMk 

predetermined User "** * 

prepared for. J ^ meaJ1S ' Each 0 lma & Processing unit is 



[Claim 2] 



oompnfed ,„ each "™ Se pr0CeSS '»« «* <° -id server device is 



[Claim 3] 



to notify Image Sf^T T 1 ' and t0 authenticate, Notice means 
means of, UpdaS m^s to uodate 5f ^/ Uthenftration resuJt by said authentication 
Processing P^ce™^ based on an image 

server device is prepared for g P-ocessing unit, An o above 

[Claim 4] 

In; Plural taage processing urn, and ,he plural data processing appara.us which 



predetermined commutator medium is gone through, and do a server device and 
predetermined image processing are the network devices which- can communicate- A 
network device; wherein; Input means to input predetermined user authentication ' 
mtormation, The first transferring means a user information of said place Sadamu input 
by said input means is transferred to said server device, and it authenticates and to 
depend on, Judgment means an authentication result of a user information of collation 
above place Sadamu asked for is acquired from an above server device by the first said 
transferring means, and to determine, A control means to determine the use right or 
wrong of Image processing unit of said place Sadamu based on a judgment result of said 
judgment means, Each o data processing apparatus is prepared for. 
[Claim 5] 

A network device; according to claim 4 wherein; When it was determined that the 
certification succeeded by saidjudgme.it means, the second transferring means to transfer 
an image processing practice result by said Image processing unit to said server device is 
comprised in each Image processing unit 
[Claim 6] 

A network device; according to claim 4 wherein; A memory means to store 
authentication information certifying a user employing each Image processing unit and 
charge information with image processing practice every user. Authentication means 
authentication information stored by said memory means is collated with said user 
information transferred by each data processing apparatus, and to authenticate, Notice 
means to notify data processing apparatus called for an authentication result by said 
authentication means of, Update means to update charge information every each user 
based on an image processing practice result transferred by each said data processing 
apparatus, An o above server device is prepared for 

[Claim 7] ' ' 

In; The plural Image processing unit which predetermined commutator medium is gone 
through, and do a server device and predetermined image processing is data handling 
methods of the network device which can communicate; A data handling method of a 
network device; comprising: The input process that inputs predetermined user 
authentication information, The first transfer process a user information of said place 
Sadamu input by said input process is transferred to said server device, and it 
authenticates, and to depend on, A judgment process an authentication' result of a user 
information of collation above place Sadamu asked for is acquired from an above server 
device by the first said transfer process, and to determine, The decision process that 
determines the use right or wrong of Image processing unit of said place Sadamu based 
on a judgment result by said judgment process 
[Claim 8] 

A data handling method of a network device as claimed in claim 7; comprising- When it 
was determined that the certification succeeded by said judgment process, it is the second 
transfer process that transfers an image processing practice result by said Image 
processing unit to said server device 
[Claim 9] 

In; Plural Image processing unit and the plural data processing apparatus which 
predetermined commutator medium is gone through, and do a server device and 
predetermined image processing are data handling methods of the network device which 



can communicate; A data hand ling method of a network device; comprising- The input 
process that inputs predetermined user authentication information, The first transfer 
process a user information of said place Sadamu input by said input process is transferred 
to said server device, and it authenticates, and to depend on, A judgment process an 
authentication result of a user information of collat ion above place Sadamu asked for is 
acquired from an above server device by the first said transfer process, and to determine 
The decision process that determines the use right or wrong of Image processing unit of ' 
said place Sadamu based on a judgment result of said judgment process 
[Claim 10] ' • 

A data handling method of a network device as claimed in claim 9; comprising- When it 
was determined that the certification succeeded by said judgment process, it is the second 
transfer process that transfers an image processing practice result by said Image 
processing unit to said server device 
[Claim 1 1] 

A computer controlling the network device that predetermined commutator medium is 
gone through, and plural Image processing unit doing predetermined image processing 
can communicate with a server device is the storage medium that stored a readable 
program, and a computer including the decision process that a j udgment result by the 
judgment process that an authentication resu lt of a user information of collation above 
place Sadamu depended on is acquired from an above server device by the first transfer 
process when a user information of above place Sadamu input by an inputting input 
process and an above input process is transferred to an above server device and ■ 
authentication depends on and a transfer process of the first above, and determine 
predetermined user authentication information and an above judgment process is based 
on, and determine the use right or wrong of Image processing unit of above place Sadamu 
is the storage medium that stored a readable program 
[Claim 12] • 

The storage medium that stored the program how a computer was readable; according to 
claim 1 1 wherein; When it was determined that the certification succeeded by said 
judgment process, the second transfer process that transfers an image processing practice 
result by said Image processing unit to said server device is included 
[Claim 13] 

In; A computer controlling the network device that predetermined commutator medium is 
gone through, and plural Image processing unit and plural data processing apparatus 
doing predetermined image processing can communicate with a server device is the 
storage medium that stored a readable program: The storage medium that stored the 
program how a computer was readable; wherein; The input process that inputs 
predetermined user authentication information, The first transfer process a user 
information of said place Sadamu input by said input process is transferred to said server 

device and it authenticates, and to depend on, A judgment process an authentication 
result of a user information of collation above place Sadamu asked for is acquired from 
an above server device by the first said transfer process, and to determine, The decision 
process that determines the use right or wrong of I mage processing unit of said place 
badamu based on a judgment result of said judgment process, o is included 
[Claim 14] 

The storage medium that stored the program how a computer was readable; according to 



iul™ 3 , Wherein; k W3S determined ^ the certification succeeded by said 

resT^ZT 5, " S£COnd tranSfer P1 " 0CeSS th3t transfei - s 311 i"«ge procesLg practice 
result by said Image processing unit to said server device is included. 

[DETAILED DESCRIPTION OF THE INVENTION] 
[0001] 

[TECHNICAL FIELD OF THE INVENTION] 

The present invention relates to the storage medium that stored a data handling method of 
^ network dev.ce that authentication processing and charge processing weSfe 
and a network dev.ce and the program how a computer was readable wfth SZ fhL 
predetermined commutator medium was gone through, and data processing apparaTus 

r~u t W,th PlUraI Ima8e Pr ° CeSSin8 ^ a ' ld piCt - ^ «* ou^S^g 
[0002] 

[PRIOR ART] 

A network intervened between an image reader and with network machinery comorisine 
a ptcture output device conventionally, and when a charge was done every^e of toe 
ne work machinery (a printer, a scanner) in a network device a demand ZZs J on 
and to , nput and , tput; and the image pi . ocessing fee foi w ^ 

authentication information of a user was verified, and it was managed charge income and 
expenditure data on memory in a picture output device by data pressing a« 

[PROBLEM TO BE SOLVED BY THE INVENTION] 
As thus described when, for example, there were plural output machinery in 
authentication information of a user when data with a charge were output with a 
conventional network device being managed in output machinery, collation had to 
process authenticate information of a user every this machinery: 

In addition, When charge information depending on the use situation of a user is 
managed in each output machinery, in the user, only charge information every each 
machinery is prov.ded, because charge information as the whole machinery which a user 
employs cannot be grasped easily, there were problems that the work efficfency fell 

Plural Image processing unit and plural data processing apparatus and server devices 
verify a user information.mput at the time of an image processing demand from each 

mage processing unit or each data processing apparatus in the network dtice Xch can ' 
communicate and registered authentication information, with the thing which was die to 
break off the problems, object of the invention goes through a network and P n2 1 
processing unit and server devices can communicate or and the present'i ^nventiTgoes 

hrough a network, and it recognizes, 1 yuan manages authentication proclssmg and 
charge processing of each user who employs Image processing unit on a networktcause 



update manages charge information every each user and each data processing apparatus 
or each Image processing unit acquires the recognition result, and it is determined and 
practice or image processing is controlled or and an image processing practice result with 
the image processing practice is transferred to a server device, and it is for a data 
handling method of the network device which the efficiency is preferable and can 
manage an image processing demand from each user and charge information and a 
network device and a computer to provide the storage medium that stored a readable 
program. 
[0006] 

[MEANS TO SOL VE THE PROBLEM] 

The plural Image processing unit which the first invention concerning the present 
invention goes through predetermined commutator medium, and do a server device and 
predetermined image processing is the network devices which can communicate and a 
control means a judgment result of judgment means collation acquires an authentication 
result of a user information of place Sadamu depended on from the server device by the 
first transferring means how a user information of place Sadamu input by input means to 
input and the input means is transferred to the server device, and authentication depends 
on and the first transferring means, and to determine predetermined user authentication 
information and the judgment means is based on, and to determine the use right or wrong 
[0007]^ Pr0CeSSmg Ullit ° f plaCC Sadamu is com P r 'sed in each Image processing unit. 

When it was determined that the certification succeeded by the judgment means as for the 
second invention concerning the present invention, the second transferring means to 
transfer an image processing practice result by the Image processing unit to the server 
device is comprised in each Image processing unit 
[0008] v 

Update means an image processing practice result transferred by notice means to notify 
Image processing unit called for of an authentication result by authentication means the 
third invention concerning the present invention verifies authentication information 
stored by the user information and the memory means transferred by authentication 
information certifying a user employing each Image processing unit and a memory means 
to store charge information with image processing practice every user and each Image 
processing unit, and to authenticate and the authentication means and each Image 
processing unit is based on, and to update charge information every each user is 
comprised at the server device 
[0009] 

Plural Image processing unit and the plural data processing apparatus which the fourth 
invention concerning the present invention goes through predetermined commutator 
medium, and do a server device and predetermined image processing are the network 
devices which can communicate, and a control means a judgment result of judgment 
means collation acquires an authentication result of a user information of place Sadamu 
depended on from the server device by the first transferrin" means how a user 
information of place Sadamu input by input means to input and the input means is 
transferred to the server device, and authentication depends on and the first transferring 
means, and to determine predetermined user authentication information and the judgment 



means is based on, and to determine the use right or wrong of Image processing unit of 
place Sadamu is comprised in each data processing apparatus. pi0Cei,S11 ^ umt ot 



[0010] 



When it was determined that the certification succeeded by the judgment means as for the 

fifth mvennon concerning the present invention, the second transferring 

an image processing practice result by the Image processing unit to the se Z deviceTs 

comprised m each Image processing unit S 

[0011] 

Update means an image processing practice result transferred by notice means to notify 

the s 1 T eSSin ^ aPPaiatUS Cal,ed t01 ' ° f an aut henticatioa result by authentica ion meanl 
he sixth invention concernmg the present invention verifies authentication inforinatfon 
ored by the user information and the memory means transferred by authen^ation 
information certifying a user employing each Image processing unit and a m Imo Z means 
to s ore charge information with image processing practice every user and ZZItl 
processing apparatus, and to authenticate and the authentication means and each dta 
processing apparatus ,s based on, and to update charge information every eac^ user is 
comprised at the server device y S 

[0012] 

n^rT 11011 C011cem i«S the present invention is a data handling method of the 
netwoik device that commutator medium of place Sadamu is gone through, and plum 
™ § er rvLlT 8 T 1 .^ P^rmined image processing can commtnicate whh 
resTnf C0 7 nsin « *e judgment process that collation acquires an authentication 
result of a user information of place Sadamu depended on from the server device by the 
first transfer process when a user information of place Sadamu input by an inputting lit 
process and the input process is transferred to the server device, and autoSoT 

of e ola n ce%°7 nd f f r Sfe, " Pr0CeSS - ^ deter, ™ ne USer ^o2l ^Ztion 
of place Sadamu and the decision process that a judgment result by a, above judgment 

P™damu detei mme light 0r ™* of Image^iocessing uSof 

[0013] 

When it was determined that the certification succeeded as for the eighth invention 
concerning the present invention by the .judgment process, the second transfer p ocess 

S ZSSgT** practlce resu,t by the Ima8e ~ 8 ■** the 

[0014] 

Tlie ninth invention concerning the present invention is a data handling method of the 
network device that commutator medium of place Sadamu is gone through, and p lZ 
Image processing unit and plural data processing apparatus doing predetermined Tmage 
.processing can communicate with a server device comprising the judgn^l^ tltat 
collation acquires an authentication result of a user information ot place Sadamu 

° m r ei " d£ViCe by th£ tlrSt t,ansfer P' 0Cess wh - a - "formation 
of place Sadamu input by an inputting input process and the input process is transferred 
to the server device, and authentication depends on and the first transfer process and 
determine user authentication information of place Sadamu and the decisiolr^e s that 
a judgment result of a, above judgment process is based on, and determin ^ h^use r ght 
or wrong of Image processing unit of place Sadamu. % 



[0015] 

When it was determined that the certification succeeded as for the tenth invention 
conce rning the p mventjon by the d oces tmns ^ZLss 

that transfers an image processing nracticp .-^nlt i™ i "rubier process 

server device is comprised Y P roceSsm 8 unit *> the 

[0016] 

The computer which controlled the network device that the plural Image processing unit 
which the eleventh invention concerning the present invention we t Zu^h " 
predetermined commutator medium, and did a server device and predetermined image 
processing could communicate was the storage medium that stored a reada e fnroS 
and the computer which included the decision process that a judgment resu7by the 
judgment process that collation acquired an authentication reU of a user infoL*L of 
place Sadamu depended on from the server device by the first tran fel p races Xn a 
user information of place Sadamu input by the input process that mput and 1 mm 
process was transferred to the server device, and authentication dependeTon^S first 
transfer process, and determined predetermined user aumentication ^ 
judgment process was based on, and determined the use right or woTtfZl 
processing unit of place Sadamu stored a readable program ,n storage CdiZ' 

When it was determined that the certification succeeded as for the twelfth invention 
oncerning the present invention by the .judgment process, a computer in 1 X he 
second transfer process that transferred an image processus practice resuh bwhe Ima.e 
processing unit to the server dev,ce stored a readable program in-stor^tSu^ ' 

The computer which controlled the network device that plural Image processing unit and 
the plural data processing apparatus which the thi rteenth invention ^ t 

invention went through predetermined commutator medium, and did a v ^ce aT 
predetermined image processing could communicate was the storage 
a readable program, and the computer which included the decision proces 7a t a 
judgment result of the judgment process that collation acquired an authent cat on result of 
a user information of place Sadamu depended on from the server device b^Srs 
transfer process when a user information of place Sadamu input by the inputTro^ that 

■Sw T V transfer process ' a,ld determined predetermined user 

authentication information and the judgment process was based on and determined the 

rx w x rfIn,Be processin8 umt sadamu ^ * — ~ 

[0019] 

When it was determined that the certification succeeded as for the 14th invention 
concerning the present invention by the .judgment process, a compute nc X the 
second transfer process that transferred an image processing practi e ^ e utb^h Ima.e 

SS^T ^ t0 ^ St0 ' ed a readab,e P ro ^ stoii' IdLm 

[Detailed Description of the Invention] fee incaium. 

[0020] 



[TECHNICAL FIELD OF THE INVENTION] 

Ju"l r r n ! H Wemi T re ' at ? S t0 thC St0, ' age medium that stoied a data handling method of 
* e 7 k d ™ CC that - -"tication processing and charge pressing were'possib^ 
and a network dev,ce and the program how a computer was readable with the use when 
predetermined commutator medium was gone through, and data processing apparatus 

^SSS P ' ,mage Pr ° CeSSing Umt - a " d P1CtUre ^ ^~sing 
[0021] 

[MODE FOR CARRYING OUT THE INVENTION] 
The first 

[embodiment] 

Aii J embodiment of the present invention is explained in detail when read in conjunction 

with the accompanying drawings 

[0022] 

When FJOl is a block diagram to show an example of the image processing system that 
can apply a network dev.ce showing the first embodiment of the present invention in Z 
server device S processing network device 1M and a charge goes through network NET 
and it can communicate., and it is confieured it cooes 
[0023] ~ ' ' ' 

21 is based on a control program loaded from auxiliary memory 25 to main memory 2? 

gen^ M With C?U ' U1 nCtWOrk d6ViCe ,H the - h0le 1S — d 

[0024] 

23 displays information input from input device 24 with visual display unit or a file data 
a system state read torn auxiliary memory 25. 26 prints various kinds of figures a 
picture a letter edited in printing apparatus to a recording medium. 27 outputs an original 
image to reading CPU 2 1 with a picture reader & 
[0025] 

For example, 28 goes through network NET such as the ethernet in network 
communication device 100, and each data processing apparatus or other printing 
apparatus and communication processing are done 
[0026] 

In addition CPU 21 controls 22, 23, 24, 25, 26, main memory visual display unit input 
device auxiliary memory printing apparatus picture readers 27 and network 
communication device 1 00 28, addition, subtraction, multiplication and division is 
operated again. When main memory 22, this data processing apparatus does information 
processing necessary information is memorized, it can be taken out if necessary As fo° 
visual display umt 23, there are CRT and liquid crystal, touch panel with a thing 
displaying a handled result such as a figure and a letter , as for input device 24, there are 

to CPU 9? a r m ° llSe ' * Cai ' d '' Cadcr - t0Uch < 3anel with va " ous Wnds of inputting things 
to CPU 2 1 . Auxiliary memory 25 has a magnetic memory device (a hard disk) or a 
magneto-opt.Cc dev.ce (MO) with a thing storing various information. Printing apparatus 
26 prints a handled result such as a figure and a letter. Picture reader 27 converts a 
manuscript ot paper to an electronic information 
[0027] 



[0028] 

lltTv *J°Z° [ - Pr0gl ' am r em ° riZed f ° ailXiliarv memo ^ 35 with CPU to main 
niemo.y j2 , and., ,„ server dev,ce S, each part is controlled generally 33 is contoured in 

[0029] 

For example, 36 goes through network NET such as the ethernet in network 
communication device J 00, and each data processing apparatus o o^n rintin, 
apparatus and communication processing are done. In additio a te SSon 

[0030] 

^ex ampHnet ^ 

plum -data processing apparatus and server device 43 can communicate and serar device 
4o manage charge information of Image processing unit 41,42, it copes h ad5 don 43 
erver device Image processing unit 4 1.42 are done with a thing cEsTSfe P 
constitution that was shown in 1 IG. 1 respectively. "mpnsing the 

[0031] 

m^l 's user authentication information memorized to auxiliary memory 35 shown in 
mi and a t.gnre to show an example of a database holding cLge mformatal 

[0033] 

to^|S aCteriStiC COnStin,ti0n ° f PieSent emb0diraent is explained referring 
[0034] ' . 

As discussed above, Because plural Image processing unit 41 ,42 which configured 
43^Zl C ° m T tat0r mediUm (lietWOrk NE " is ^ W do e ver device 

depended on torn above server device 43 by the lirs, transferring means (n«woA 
SaLnmp^mX^^^ - 



authentication information and the input means and the judgment means is based on and 
o determine the use nght or wrong of Image processing unit of place S d m s 
comprised to each Image processing unit 4 1 .42, even if a user calls for image processing 
from arbitrary Image processing unit, a memory resource of the Jm^^^Z^ 
side can be saved 1 yuan manages authentication processing of a user infbrmat Z in 
server dev.ce 43 side, and to be able to process, and the increase and Z^toe 
processmg unit can build a network system corresponding to flexibility ' 

In addition, When it was determined that the certification succeeded with CPU 91 
because the second transferring means (CPU 2 . carries out a control progmm sto id bv 
auxiliary memory 25 or the memory resource which is not illustrated and Z£mLus 

rse^lvi^- " imay T° CeS ? nS PraCtlCC reSU,t * '-Se Processor 2 
to server dev 1C e 4; ,s comprised to each Image processing unit 41 49 even if a user w II 

carry out image processing using which Image processing unit, served devke 43 an 

manage charge mformation of each Image processing unit 41,42 by every each use" 

Hrh m0 %r t i CUla, ly ' BeCaUSe update means ("J* 18 * Presses user management 
database £101 reference) that CPU 3 1 carries out a control program stored by a xiliarv 

memory j5 ) an miage processing practice result transferred from notice means to notify 

S^7r Sing Unit Ca,led , f ° r ° f a " authe ^n result by authentication nlns 
CPU ,1 carries out a control program stored by auxiliary memory 35 or the memory 

SZi^f 1101 Strat£d ' ^ authenticatiott is Processed) authentication " • 
mfoimat.on certrfymg a user employing each Image processing unit 41 49 and 

fr^f h7 int ° rmati0n Stored b y ™ e *** information and the memory" means 
transferred from memory means (auxiliary memory 35) to store charge information with 
image processing pracfce every user and each Image processing unit 4 1 42 ^verified 
and to authenticate and the authentication means and each Imagt proce ^m" 4 « is' 
b sed on and to update charge information every each user is comprised to se" er d^ ce 
43 even ,f number of Image processing unit increases and decreases, even if the 
efficiency is preferable, and authentication processing every each user for each We 

=17' ^ C T g T te ma "~ 0fe ^W Processing^ very 
each usei a.e managed, and a user employs which Image processing unit charee 
information every user in the whole system can be alwaysrecogni^d easily 

FJG^5 is a flow chart showing an example of the first data handling procedure of a 
network dev.ce concerning the present invention. In addition, (1 ) *(\o) shows each step. 

M m\ A U ' er t inpUt f auth entication information from input device 24 of network device 
IM (1). In add.tion, Authentication information may be constitution to do by mean of a 
user inserting a user ID and a card as recorded memory media of a password m a cLd 

[0039] 

Next A user ID input into network device IM and a password are verified to the database 
which network NET is gone through, and relate to user authentication of serv dev ce « 
(2). For example, w.th server device 43, a database having a field as shown in FIG 3 s 
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mE#-'^wtc.m&Lxmw^t&mi<?)mum z&T~?wimmwtm&^&^wm!feL 
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